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1 Preparations 
Before using the DM5.0 cloud platform (cloud platform for short), connect the devices to the 

cloud platform. For details, see Appendix. 

Cloud platform quick start flowcharts 
1) When you use the Device Networks on gateways’ web page to connect to the cloud 

platform: 

 
2) When you use Device Management Legacy connected to the cloud platform: 
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2 Login 
1. Enter iot.inhandnetworks.com in the address box of the web browser and press Enter. 

The cloud platform login page is displayed. 

 
2. Enter your account and password to log in to the cloud platform. If you do not have an 

account, click Registration to register one. 

 

3. After login, choose  > Settings to change your password and bind a mobile number 

to the account. Then, you can use this mobile number to log in to the cloud platform later. 
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3 Home 
The homepage displays recent statistics about gateways, and you can see basic information 

about all your gateways clearly. 
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4 Map 
The real-time position and status (online/offline) of each gateway are displayed on the map. 

You can click a gateway icon on the map to check its basic information, and then click the 

gateway name to enter its details. 
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5 Gateway 
5.1 Gateway Adding 
 Adding a single gateway 
Step1: Click Gateway on the menu bar and then the plus sign on the Gateway page. In the 

Create Gateway dialog box that appears, enter a random name in the Gateway Name field 

and the gateway's SN in the Serial Number field (obtained from the web management page 

of the gateway or the S/N field on its label). Then, click OK. 

 
Step2: On the gateway list, check the status of the new gateway. A green dot prior to the 

gateway name indicates that the gateway is online, and a gray dot indicates that the gateway 

is offline. Click the gateway name to view the details about this gateway. In the Action 

column, you can click the icons to edit gateway information, access the web management 

page, and view gateway logs. 
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 Adding multiple gateways at a time 

Step1: Click Gateway on the menu bar and then  on the Gateway page. In the 

Batch import gateway devices dialog box that appears, click Download template, enter 

gateway information in the downloaded template, and save the template. Click Select a file, 

select the template you have saved, and click OK. 

 

 

 
Step2: On the gateway list, check the status of the new gateway. 

5.2 Remote Web Management 
Step1: From the gateway list or device details page, click the  icon to enter the 

gateway WEB management page. 
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Step2: Enter your user name and password to access the web management page of the 

gateway. 

 
 

5.3 Forced Offline 
When configuration delivery or firmware upgrade fails multiple times on a gateway, you can 

click Forced offline to disconnect the gateway from the cloud platform, and then reconnect it 

to the platform. Subsequently, deliver the configuration or upgrade the firmware again. 
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6 Gateway Configuration 
Step1: Click Config on the menu bar and then the  sign on the Config page. In the 

Create Configuration Template dialog box that appears, enter a random name in the 

Template name field, select the matching gateway model, click Select a file to select the 

configuration file exported from the web management page of the gateway, and then click 

OK. 

 
Step2: Select the gateways to which you want to deliver the configuration, and click OK. 

 



 

10 

Step3: Return to the template list to see that the configuration file has been successfully 

delivered to the device. 

click View details in the row of the new template to check the detailed configuration or modify 

the template, or click Batch config to deliver this template to other gateways. You can also 

click the  icon to delete the template. 
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7 Gateway Upgrade 
Step1: Click Firmware on the menu bar and then the  sign on the Firmware page. In the 

Create Firmware dialog box that appears, click Select a file to select the target firmware, 

select the gateways that require a firmware upgrade, and then click OK. 

 
Step2: Select the gateways to which you want to firmware upgrade, and click OK. 
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Step3: On the firmware list, check the firmware information. A green bar in the Progress 

column indicates a successful upgrade, and a red bar indicates a failure. Click View details 

to view the details about the firmware upgrade. Click Batch upgrade, and then select the 

gateways that you want to upgrade.  icon is to delete the firmware. 
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8 Administration 
8.1 Users 
8.1.1 Adding Users 
Choose Administration > Users, and click the plus sign on the Users page to create a user. 

Then, the system will send the password to the user's mailbox. 

The platform supports the following user roles: 

 Organization Manager (with all the operation permissions) 

 Device Manager (not allowed to access the Home and Administration pages) 

 Device Monitor (not allowed to access the Home, Config, Firmware and 

Administration pages, manage gateways, or add or batch import gateways) 

 

8.1.2 Deleting Users, Resetting User Passwords, and Locking 
Users 
Deleting a user: Click the Delete icon in the row of the user. The user marked with a green 

tick (√) is the current login user, and the root user cannot be deleted, and its Delete icon is 

unavailable. 

Resetting a user's password: Click the Reset Password icon in the row of the user. The 

new password will be sent to the email address of the user. 

Locking a user: Click the Locked icon in the row of the user. The locked user cannot log in 

to the cloud platform. 
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8.2 Statistics 
1. On the Statistics page, you can view the device's online and traffic status, and export the 

data lists to your PC. 

 
2. When you click a gateway name, the connection bar graph of the gateway is displayed. 

On the graph: 

Online: indicates that the gateway has been connected to the cloud platform. 

Offline: indicates that the gateway has been disconnected from the cloud platform. 

Abnormal: indicates that the gateway status has changed more than three times 

within two hours during a statistical period of less than three days, or changed more than 

three times within one day during a statistical period of more than three days. 
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8.3 Operation Log 
View records of users logging in or operating on the cloud platform. 

 

8.4 Task 
Click Task to check the status of tasks on the gateways executed by the cloud platform. And 

you can click the icons in the Actions to re-do or cancel the task. 
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8.5 Access Management 
The Access Management module allows you to grant users the permissions to view 

gateway information and manage gateways. You can define multiple access groups. 

Gateways in an access group can only be checked and managed by users in this group. 

Example: Customer A has 100 gateway devices, 50 in New York City and 50 in San 

Francisco. These devices need to be managed separately by two persons: David for the 

devices in New York City and Jessica for those in San Francisco. 

Operation: Create two access groups on the Access Management page. Add David and the 

50 devices in New York City to one access group, and add Jessica and the devices in San 

Francisco to the other access group. 

Details about the access management feature are as follows: 

1. At the beginning, all users and devices are in unallocated state. By default, unallocated 

users can view data of all unallocated devices, and unallocated devices are accessible to 

all users. Users in the list of Users Unallocated are not administrators. Administrators can 

view data of all devices without access group configuration. 

 
2. The procedure for creating an access group is as follows: 

Step 1: Click Access Management in the left pane, and then click Add Access Group. In 

the Add Access Group dialog box that appears, enter the name of the access group and 

click OK. 

 

Step 2: Add a user to the new access group. 

Click User Included and then Add Users to Group, select the target user, and click OK. 
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Step 3: Add gateways to the new access group. 

Click Gateway Included and then Add Gateways to Group, select the target gateways, 

and click OK. The access permission has been granted to the user. Now, the gateways in 

this access group can only be checked and managed by the user in this group. 
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3. When users or devices in an access group need to be changed due to changes of 

access permissions, you only need to select this access group, remove the specified users 

or devices and add other users or devices to the access group. 

 

4. By default, new gateways and users are in unallocated state. That is, new gateways are 

accessible to all users, and new users can view data of all unallocated gateways. 

Therefore, you need to add new users and gateways to access groups as soon as 

possible. 
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9 Appendix: Connecting a Gateway to 
the Cloud Platform 
9.1 IR and IG device 
9.1.1 Devices connected to the Internet 
If you do not use the SIM card for network connection, disable the cellular interface, 

otherwise the device will do circular dialing. 

 

Method 1: Ethernet Connection 

Step 1: Connect the gateway to the power, the use Ethernet cables to connect its LAN port to 

a PC and the WAN port to the Internet. 

 
Step 2: Assign an IP address to the PC, which is on the same network segment as the IP 

address of the gateway. 

Method 1: Enable the PC to obtain an IP address automatically (recommended). 
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Method 2: Configure a fixed IP address on the same network segment as the gateway 

address for the PC. The initial IP address of the gateway is 192.168.2.1, and the subnet mask 

is 255.255.255.0. Select Use the following IP address, enter any IP address in the range of 

192.168.2.2 to 192.168.2.254, subnet mask 255.255.255.0, default gateway address 

192.168.2.1, and then click OK. 

   
Obtain an IP address automatically            Use a fixed IP address 

Step 3: Start your web browser and enter 192.168.2.1 (default IP address of the gateway) in 

the address box to access the web management page of the gateway. 

 
Step 4: Log in to the gateway. 

 
Step 5: Choose Network > New WAN. Assign an IP address to the WAN port so that the 

gateway can connect to the Internet. 
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Step 6: DHCP is recommended. If you choose to configure a static IP address, set the 

network parameters and click Apply and Save. 

    
Dynamic IP address allocation        Static IP address settings 

Step 7: Choose Tools > Ping to check whether the gateway has been connected to the 

Internet. Enter the URL of a commonly used website in Host for testing. If the response 

message shows that packets are transmitted, the gateway has been connected to the 

Internet. 

 

Method 2: SIM Card Connection 

Step 1: Insert a SIM card in slot 1 of the gateway, connect the 4G LTE antenna to the ANT 

stud, use an Ethernet cable to connect the gateway to a PC, and connect to the power. 
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 Notice: 

Note: Before inserting or removing the SIM card, unplug the power cable; otherwise, 

the operation will cause data loss or damage the gateway. 

 

Step 2: Use a web browser to log in to the web management page of the gateway. (See 

Mode 1: Ethernet Connection.) 

Step 3: Choose Network > Cellular, and click Enable. If the network connection status is 

Connected and an IP address has been allocated, the SIM card has been connected to the 

Internet. 
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Step 4: If you insert dual SIM card into slot of a gateway that supports dual SIM cards, you 

must check the Dual SIM Enable. 

 

Method 3: Wi-Fi Connection 

Step 1: Connect the Wi-Fi antenna to the WLAN1 or WLAN2 stud of the gateway, use an 

Ethernet cable to connect the gateway to a PC, and connect the power. 
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Step 2: Assign an IP address to the PC, which is on the same network segment as the IP 

address of the gateway. And then, log in to the web management page of the gateway. (See 

Mode 1: Ethernet Connection) 

Step 3: Choose Network > WLAN. Enable the WLAN port and set parameters. 

 
Step 4: Click the Status tab. The network connection state is Connected. 
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(The following operations are not required for the IR600 series.) 

Step 5: Choose Wizards > New WLAN and set the parameters. 

 
Step 6: Choose Firewall > NAT. When dot11radio 1 is displayed, the Wi-Fi connection is 

successful. 
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9.1.2 Connect to the cloud platform 
After connecting a gateway to the Internet, log in to its web management page. 

A gateway can communicate with the DM5.0 cloud platform by using the MQTT or OVDP 

protocol. 

The MQTT protocol is recommended, because the cloud platform will automatically add 

gateways when this protocol is used. 

Notice: 

The two protocols cannot be used simultaneously on the same platform. 

 

Method 1: Device Networks 

Step 1: The Python SDK must be installed before the MQTT protocol can be used. Choose 

APP > Status to check whether the Python SDK has been installed. 

 
Step 2: If the Python SDK is not installed, click Upgrade to upload the SDK file. (Only 9732 

and later firmware versions support this method.) 
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If the gateway runs a firmware version prior to 9732, visit http://192.168.2.1/pysdk.jsp 

(gateway IP address plus /pysdk.jsp), select the target Python SDK file, and upload it.  

 
Step 3: The SDK is successfully installed. 

 
Step 4: Choose Administration> Device Networks, and click the Device Networks tab. 

Enter the URL of the DM5.0 cloud platform and your registered email address. 

 

http://192.168.2.1/pysdk.jsp
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Step 5: Click the Status tab. You can see that the gateway has been connected to the DM5.0 

cloud platform. 

 

Method 2: Device Management Legacy  

Choose Management > Device Networks, and click the Device Management Legacy tab. 

Enter the URL of the DM5.0 cloud platform, and click Apply & Save. 

 

9.2 InDTU 
Step 1: Connect serial port 2 of the gateway to a PC, install a SIM card in the gateway, 

and power it on. 

Step 2: Start the InDTU Configuration Tool on the PC and log in. Click Connect, enter 

the user name and password (adm and 123456 by default) in the dialog box that 

appears, select the connected serial port of the PC and set its parameters such as the 
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baud rate, and then click Connect. You can obtain the serial port number from Device 
Manager on the PC. 

 
 

Note: 

 

1. After logging in to the InDTU Configuration Tool, start to configure parameters only when 

you see the message indicating that the configuration has been read successfully. 

2. If you forget the serial port parameters configured earlier, select Automatic in the 

Connect to InDTU dialog box. 

Step 3: Choose Configurations > Dial parameters setting to modify the GPRS 

network dial-up parameters. The default parameter settings are used for dialing up 
to the Internet. If you are not using a leased line, retain the default parameter 
settings. If you are using a leased line, change the access point name (APN) and 
the GPRS network dial user name and password. 
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Step 4: After setting all the parameters, click Save configurations and restart the 
gateway for the settings to take effect. 
Step 5: Reconnect to the gateway. 

Step 6: Choose Configurations > DM setting, and change DM mode to SMS + IP. 
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Step 7: Choose Configurations > DM setting > DM address, enter the DM cloud 

platform's URL c.inhandcloud.com, and click Save configurations. 

 

InDTU gateways running firmware versions prior to 1.5.5 cannot be configured remotely 

on the DM cloud platform. To configure these gateways remotely, add them on the DM 

cloud platform, upgrade their firmware version to 1.5.5 or later, and restart the gateways. 

After the gateways are reconnected, you can configure them remotely on the DM cloud 

platform. Alternatively, use the InDTU Configuration Tool to configure these gateways 

and upgrade their firmware version locally. 

Step 8: Add the gateways on the DM cloud platform. Then, you can see that these 

gateways are connected to the cloud platform. 
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